
Session 3– Ethics in Health Information Systems
Introduction
There is rapid growth of informatics in the field of public health. The adoption of information technologies, new tools and techniques for analysing large health databases, and increased access to health information systems offers a catalyst to improve the use of information for decision making, management and planning. However, legal and ethical issues regarding the proper use and dissemination of health related data requires careful consideration. This session introduces the ethical considerations you would have to take into consideration when accessing secondary data, data extracted from databases or health information systems. 
Session Contents 

1. What is Public Health Informatics

2. Ethics in using secondary data, data extracted from databases and information systems
There are three readings and six tasks in this session. 
Learning Outcomes of this Session 
	Public Health Outcomes 

By the end of this session, you should be able to:

· Define key concepts in public heath informatics

· Identify the ethical requirements in using secondary data
· Identify the ethical requirements in using data from information systems

· Apply ethical considerations when accessing data from datasets and information systems 


Readings 
1. Defining Public Health Informatics  https://www.phii.org/defining-public-health-informatics
2. What Is “Informatics”? Baker, Edward L. MD, MPH; Fond, Marissa PhD; Hale, Piper BA; Cook, Jessica BA, BS. Section Editor(s): Baker, Edward L. MD, MPH; Column Editor. Journal of Public Health Management and Practice: July/August 2016 - Volume 22 - Issue 4 - p 420–423 doi: 10.1097/PHH.0000000000000415
3. Information Systems for Business and Beyond. 2014. Bourgeois  D. T. Chapter 12: The Ethical and Legal Implications of Information Systems. Saylor URL: http://www.saylor.org/courses/bus206 https://resources.saylor.org/wwwresources/archived/site/textbooks/Information%20Systems%20for%20Business%20and%20Beyond.pdf
1 What is Public Health Informatics?
Let’s start by clarifying some key concepts. First, let’s define health informatics:

“health informatics is the interdisciplinary study of the design, development, adoption, and application of IT-based innovations in healthcare services delivery, management, and planning”
.
Second is Healthcare Informatics 
“the integration of healthcare sciences, computer science, information science, and cognitive science to assist in the management of healthcare information” (Saba & McCormick, 2015, p. 232). 
	Task: Now, to generate a good and simplistic understanding of public health informatics proceed by clicking on the following link https://www.phii.org/defining-public-health-informatics.  This one- page document provides 
1. A link to a published article providing you more information on public health informatics - What Is “Informatics”? Journal of Public Health Management and Practice: July/August 2016 - Volume 22 - Issue 4 - p 420–423 doi: 10.1097/PHH.0000000000000415;

2. A short video that explains public health informatics


To summarise, the AMIA suggests the following definition for Public Health Informatics

“the application of informatics in areas of public health, including surveillance, prevention, preparedness, and health promotion. Public health informatics and the related population informatics, work on information and technology issues from the perspective of groups of individuals.”

A useful and relevant additional reading on this topic is Public Health Informatics Designing for Change – A Developing Country Perspective by Sundeep, Sundararaman, and Braa 2017. 
A useful website to explore is https://www.measureevaluation.org/our-work/health-informatics.
What are the benefits of Health Informatics?

· It is not paper-based thus not at risk of being destroyed in a fire or lost or stolen

· Patient documents can be stored on secure servers

· Enables simple searches and easy access to multiple users

· Patients can track their medication, symptoms, and how their prognosis is developing.

· Significant savings because data is shared, procedures don't have to be repeated

· Decrease in errors and increase in efficiency 

In summary, health informatics revolutionized the health care industry by saving money, saving time, increased efficiency and reduced efforts. 

2 Ethics in using secondary data, data extracted from databases and information systems
The term ethics is defined as “a set of moral principles” or “the principles of conduct governing an individual or a group.”

Although technology provides the ability to aggregate information from multiple sources to monitor trends, identify patterns and create profiles it also threatens the privacy of individual clients and the population. 
	Task: Provide one example of how information technology has created an ethical dilemma that would not have existed before the advent of information technology.


Ethical Considerations

To introduce you to the ethical considerations in using electronic data complete the following task.

	Task:

1. Read Ethics and the subsequent use of electronic data. Lee (2017)

Journal of Biomedical Informatics 71 (2017) 143-146.
2. Summarise the ethical considerations in using electronic data

3. Summarise the benefits and challenges in using electronic data


To continue in creating a good understanding and foundation in the ethics in health information systems complete the following task.
	Task: 

1. Read Strategies for health data exchange for secondary, cross-institutional clinical research. Elgera, Iavindrasanaa Iaconob, Henning Müllera, Roduita, Summers, Wrighte. Elger, et al., Comput. Methods Programs Biomed. (2010), doi:10.1016/j.cmpb.2009.12.001

2. Summarise the ethical considerations presented in this paper
3. Is it different or similar to what were identified in the previous task?


Code of Ethics

Information system ethics offers new ethical waters and one method for navigating new ethical waters is a code of ethics. A code of ethics is a document that outlines a set of acceptable behaviors for swimming in these new waters and has to be agreed upon by all the members of the group, committee, or body. Though a code of ethics may appear to be a set of guidelines that is obvious having these issues or items explicitly stated creates clarity and consistency in stating the set of standards communicated through common guidelines to everyone in a clear and transparent manner.  One of the drawbacks of a code of ethics is that it does not have legal authority thus if someone violates one of the guidelines the manner in which such a situation would be addressed has to be stipulated in the guidelines. Another is that technology is constantly changing and improving thus, a code of ethics has to be written in a broad way to provide for allowances that could address the ethical issues of potential changes to technology.
The IMIA provides a Code of Ethics for Health Information Professionals https://www.imia-medinfo.org/new2/pubdocs/Ethics_Eng.pdf
	Task: Read the Code of Ethics for Health Information Professionals and identify two issues that you did not take into consideration as a public health professional


Intellectual Property

Digital technologies have driven a rise in new intellectual property claims. Intellectual property is defined as “property (as an idea, invention, or process) that derives from the work of the mind or intellect.”
This could include creations such as song lyrics, a computer program, a new type of toaster, or even a sculpture.

In this next section, we will describe three of the best-known intellectual property protections: copyright, patent, and trademark.

Copyright is the protection given to songs, computer programs, books, and other creative works; any work that has an “author” can be copyrighted. Under the terms of copyright, the author of a work controls what can be done with the work, including:

· Who can make copies of the work.

· Who can make derivative works from the original work.

· Who can perform the work publicly.

· Who can display the work publicly.

· Who can distribute the work.

In many cases, work is not owned by an individual but is instead owned by a publisher with whom the original author has an agreement. In return for the rights to the work, the publisher will market and distribute the work and then pay the original author a portion of the proceeds.

Open-source software has few or no copyright restrictions; the creators of the software publish their code and make their software available for others to use and distribute for free. To protect the integrity of the software a Creative Commons license can be obtained..

Creative Commons is a nonprofit organization that provides legal tools for artists and authors. The tools offered make it simple to license artistic or literary work for others to use or distribute in a manner consistent with the author’s intentions. Creative Commons licenses are indicated with the symbol [image: image1.jpg]


. It is important to note that Creative Commons and public domain are not the same. When something is in the public domain, it has absolutely no restrictions on its use or distribution. Works whose copyrights have expired, for example, are in the public domain.

By using a Creative Commons license, authors can control the use of their work while still making it widely accessible. By attaching a Creative Commons license to their work, a legally binding license is created. Here are some examples of these licenses:

· CC-BY: This is the least restrictive license. It lets others distribute and build upon the work, even commercially, as long as they give the author credit for the original work.

· CC-BY-SA: This license restricts the distribution of the work via the “share-alike” clause. This means that others can freely distribute and build upon the work, but they must give credit to the original author and they must share using the same Creative Commons license.

· CC-BY-NC: This license is the same as CC-BY but adds the restriction that no one can make money with this work. NC stands for “non-commercial.”

· CC-BY-NC-ND: This license is the same as CC-BY-NC but also adds the ND restriction, which means that no derivative works may be made from the original.

These are a few of the more common licenses that can be created using the tools that Creative Commons makes available. For a full listing of the licenses and to learn much more about Creative Commons, visit their web site.
Patent
A patent is the protection created when someone invents a new product or process.
Trademark
A trademark is a word, phrase, logo, shape or sound that identifies a source of goods or services. Examples of trademarks is Facebooks ‘f’ and Apple’s apple with a bit taken out of it. 
Privacy

Privacy is relevant to the information that can identify a person.  The information that can identify a person is commonly referred to as personally identifiable information (PII).  This category of information is used to uniquely establish a person’s identity could include information such as: 
· name;

· social security number;

· date of birth;

· place of birth;

· mother‘s maiden name;

· biometric records (fingerprint, face, etc.);

· medical records;

· educational records;

· financial information; and

· employment information.

It is important to note that the organizations that collect personal identifiable information are responsible to protect it. 

Restrictions on Record Collecting

In each country how much information can be collected about its citizens varies significantly . In some countries strict guidelines has been put in place and specific lasses of information have been restricted by laws over time. 

A couple of examples extracted from Bourgeois (2017):

Children’s Online Privacy Protection Act

Websites that are collecting information from children under the age of thirteen are required to comply with the Children’s Online Privacy Protection Act (COPPA), which is enforced by the Federal Trade Commission (FTC). To comply with COPPA, organizations must make a good-faith effort to determine the age of those accessing their websites and, if users are under thirteen years old, must obtain parental consent before collecting any information.

Family Educational Rights and Privacy Act 

The Family Educational Rights and Privacy Act (FERPA) is a US law that protects the privacy of student education records. In brief, this law specifies that parents have a right to their child’s educational information until the child reaches either the age of eighteen or begins attending school beyond the high school level. At that point, control of the information is given to the child. While this law is not specifically about the digital collection of information on the Internet, the educational institutions that are collecting student information are at a higher risk for disclosing it improperly because of digital technologies. 

Health Insurance Portability and Accountability Act

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is the law the specifically singles out records related to health care as a special class of personally identifiable information. This law gives patients specific rights to control their medical records, requires health care providers and others who maintain this information to get specific permission in order to share it, and imposes penalties on the institutions that breach this trust. Since much of this information is now shared via electronic medical records, the protection of those systems becomes paramount.
	Task: How are intellectual property protections different across the world? 

a) Compare two countries’ patent and copyright protections 

b) Are they different or similar?

c) What are the differences? Why do you think are they are similar?




3 Session Summary

The session enables you to apply ethical principles in working with information deriving from health information systems.
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